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Introduction

o Topic: recovery of the secret key of a code-based McEliece or
Niederreiter cryptosystem through a timing side-channel
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Introduction

o Topic: recovery of the secret key of a code-based McEliece or
Niederreiter cryptosystem through a timing side-channel
o Practical local timing attack

o Combination of three different vulnerabilities
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o Parameters of a Goppa Code
o irreducible polynomial g(Y) € Fan[Y] of degree t (the Goppa
Polynomial)
o support I = (ag, a1, ...,a,-1), a permutation of Faom, where
n=2"
o Properties of the Code

o the code has length n (code word length) ,

dimension k = n — mt (message length) and

can correct up to t errors.

a parity check matrix H, where cH" =0if c€C

example for secure parameters: n = 2048, t = 50 for 100 bit
security
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The McEliece PKC

o key generation
o choose the parameters n and t

o generate randomly g(Y') and I (determining the secret the
code)

o for this private code Cs one has a generator matrix G
o the public key is G, = [[|G,] = TGs
o encryption: Z=mG, + €, wt(€) =t

o decryption: syndrome decoding

o F = = E DHaAr



o secret key: g(Y), I = (o, a1,
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Syndrome Decoding

o secret key: g(Y), I = (o, a1,
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Syndrome Decoding

o secret key: g(Y), I = (o, a1,...,an-1)
o input: distorted codeword € & ¢

o output: error vector € € F5,,, wt (€) = t chosen during
encryption

o S(Y)— (BaHT (Y1 ... v 1)’
——

CFL
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secret key: g(Y), I = (a0, 01,...,0n-1)

©

©

input: distorted codeword € & ¢

(]

output: error vector € € Ff,,, wt (€) =t chosen during
encryption

(]

S(Y)« (E@dH' (Yt 1, v,1)]
F
€Fim

7(Y) /S 1Y)+ Y mod g(Y) // by EEA

©
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o secret key: g(Y), I = (o, 1,...,n-1)

o input: distorted codeword € & ¢

o output: error vector € € F5,,, wt (€) = t chosen during
encryption

o S(Y)— (BaHT (Y1 ... v 1)’
F
€Fim

o 7(Y)« /S HY)+ Y modg(Y) // by EEA
(a(Y),B(Y)) < EEA(g(Y), 7(Y))
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o input: distorted codeword € & ¢
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——
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o 7(Y)« /S HY)+ Y modg(Y) // by EEA
o (a(Y),B(Y)) <~ EEA(g(Y),7(Y))
o a(Y) <+ a?(Y)+ YB3(Y)

o F = = DA



o secret key: g(Y), I = (o, 1,...,n-1)

o input: distorted codeword € & ¢
o output: error vector € € F5,,, wt (€) = t chosen during
encryption

o S(Y)— (BaHT (Y1 ... v 1)’
——

€F,
7(Y) /S 1Y)+ Y mod g(Y) // by EEA
(a(Y), 5(Y)) <= EEA(g(Y),7(Y))
a(Y) ¢« a?(Y)+ Yﬁ2(Y)
e + 1iff o(ay) =
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Error Positions and Support ElEic

=

00 0 1 0 ... 0 1 0 ... )
indexes: 0 1 . f1 fa
€1 €
o o(Y) =TI (as = ¥)
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Error Positions and Support ElEic

€ =

(00 0 1 0 ...0 1 0 ..)
indexes 0 1 . f1 fa
€1 €2
o o(Y) =I5 (ar — ¥)
(+] I'_(ao,al, ..a,,_l)

[m]

=

Da
8 /26



(3) Previous Work

[m]

=

Da
9/26



Vulnerabiliy against weight 4 CHorNEC

o previous work (PQCrypto 2010, Strenzke):

[m]

=

Da
10 / 26



Vulnerabiliy against weight 4 CHorNEC

o previous work (PQCrypto 2010, Strenzke):

o input w = 4 error vectors — measure decryption time

[m]

=

Da
10 / 26



Vulnerability against weight _

o previous work (PQCrypto 2010, Strenzke):

o input w = 4 error vectors — measure decryption time
EEA)

o time — N (number of iterations in the key equation solving

[m]

=

Da
10 / 26



Vulnerability against weight _

o previous work (PQCrypto 2010, Strenzke):

o input w = 4 error vectors — measure decryption time
o time — N (number of iterations in the key equation solving
EEA)

o N=1-=31,6#0

T 9ac
10 / 26

=] 5



Vulnerability against weight _

o previous work (PQCrypto 2010, Strenzke):

o input w = 4 error vectors — measure decryption time

o time — N (number of iterations in the key equation solving
EEA)

o N=1-=31,6#0
o N=0—37,6=0

(=] = = =

T 9ac
10 / 26



Vulnerability against weight _

o previous work (PQCrypto 2010, Strenzke):

o input w = 4 error vectors — measure decryption time

o time — N (number of iterations in the key equation solving
EEA)

o N=1-Y"1 6#0

o N=0—37,6=0

o two Problems:

o <& = = = 9ace



Vulnerability against weight 4_

o previous work (PQCrypto 2010, Strenzke):

o input w = 4 error vectors — measure decryption time

o time — N (number of iterations in the key equation solving
EEA)

o N=1-Y"1 6#0
o N=0—37,6=0
o two Problems:

o insufficient information

o <& = = = 9ace



Vulnerability against weight 4 _

o previous work (PQCrypto 2010, Strenzke):

o input w = 4 error vectors — measure decryption time

time — N (number of iterations in the key equation solving
EEA)

N=1-31 6#0

N=0—3" =0

two Problems:

©

©

© ©

o insufficient information
o practicality as timing attack left open
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New Source of timing diffe_

o Syndrome

S(Y)EZ Yl Q)
i=1

o = (V) mod g(Y)
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New Source of timing differenc_

(]

Syndrome

S(Y) = ; YGIBG,' = 2((::)) mod g(Y)

Known about the syndrome inversion EEA: If w < t/2
then break once deg (r;(Y)) < (t/2) — 1
to find o(Y') as the output of EEA

— information about an intermediate iteration
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t b1+ 0, bg1,r 1+ g(Y), rn<S(Y),i+0
while deg (r;) > 0 do

i i+1

(qi(Y),ri(Y)) < riea(Y)/ri-1(Y)

b,(Y) — b,',z(Y) + q,-(Y)b,-,l(Y)
end while

g RN
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The Syndrome Inversion EE_
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The Syndrome Inversion EE_

t b1+ 0, bg1,r 1+ g(Y), rn<S(Y),i+0
while deg (r;) > 0 do
i—i+1
(qi(Y), ri(Y)) = ria(Y)/rica(Y)
bi(Y) < bi—2(Y) + qi(Y)bi-1(Y)
end while
we know: 3i:a(Y) = b
Q

agsawn=

o

Y)AQY) = ri(Y)

— 4 1 — Y’e
S(Y) = Zi:l Y ®e; = a(Y) = Y4603Y§75§(72Yg61%(71\/@ﬂo mod g(y)

o 3 = = z 9ac



The Syndrome Inversion EEA_

t b1+ 0, bg1,r 1+ g(Y), rn<S(Y),i+0
while deg (r;) > 0 do
i—i+1
(qi(Y), ri(Y)) = ria(Y)/rica(Y)
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Q
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1
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4 1 4 2
5 t-6 t-2 1
6 1 t-1 0
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S(y) =

O'5Y46903Y2 D oy

YoDosY @ osY D osY3 Do Y2h oY + oo

mod g(Y),
0 05 = Z?:l €;
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asY*® o3 Y2 Doy
S(Y) = delY
( ) Y6@USYS@U4y4@03y3@o’2Y2@01Y+00 mo g( )7
° 05:2? 1€
N 03_21 3 S0 IS €exen
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o if e = 0, one fewer iteration in polynomial division inside the
syndrome inversion EEA
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o if e = 0, one fewer iteration in polynomial division inside the
syndrome inversion EEA
o z with a, = 0 becomes known
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Q(Y) =J5Y4G9U3Y2@0'1

Cli

Bs <+ Bo. B, P
G: Ba < PBo. Bi. B, B3
Cost Bma — Bo B B2
o fori=1,...,6: ¢ €span(y, 31, 2, 33)
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QY)=o0sY*@o3Y?2 @ 0y

G Bs <+~ Bo. B B
G: Ba < PBo. Bi. B, B3
Cos Bm1 « fo B B2
o fori=1,...,6: ¢ €span(y, 31, 2, 33)
0 05 = Z?:l 6= 216
even

_12_icg, Bi = 0 < count of each 3; across ¢;
J
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Collecting cubic Equations_
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Collecting cubic Equations _

QY)=o0sY*@o3Y?2 @ 0y

G Bs <+~ Bo. B B
G: Ba < PBo. Bi. B, B3

Cors: Bmor — fo B ... Bmz

o fori=1,...,6: ¢ € span(/y, 31, 32, 33)
0 05 = 2?21 € = Zle Eier_ Bi = 0 & count of each 3; across ¢;
J

even

©

o3 = ZJ 3Zk 1 , 1 €jexe; = 0 (through timing)

= 3Zk L (Ziesfj 5i) (Z"EB& ﬂi) (Z,-egfl 5;) =0

count of f33 is 2:
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Bo = x =0...0001,

B1=y=0...0010,
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(6) Experimental Results
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m=9,t=33 | m=10, t =40
cycles gap w =1 ~ 400 ~ 600
cycles gap w = 4 ~ 13,000 ~ 19,000
cycles gap w =6 ~ 17,000 ~ 23,000
number of queries for w =1 3,575,494 11,782,695
number of queries for w = 4 1,517,253 2,869,424
number of queries for w = 6 374,927 1,837,125
(worst case) number of final ~ 8,000 ~ 2,000
verifications
(worst case) running time for 3h 28h
solving on 1 GHz x86 CPU

w = 6 equation counts were 1, 2, 4, 8, 16, 16 ...
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(7) Countermeasures
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Countermeasures

possibilities:

o try to achieve constant execution time for EEA
o very difficult in software

o enforce constant running time for low weight ciphertexts
through delay

o doesn't cover power analysis

o add (pseudo) random error before decryption

o change security level resp. code parameters — acceptance?
o interaction with other countermeasures?
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(8 Conclusion
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practical attack against secret permutation / support
medium computational effort

potential for remote attack (maybe without w =1, i.e. a;)

© © o0 o

first practical key-aimed timing attack against code-based
cryptosystems

o related work of mine: for a specific choice of the root-finding
algorithm practical key-aimed attacks also seem likely
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Thank you!
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